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https://www.abi.org.uk/products-and-issues/choosing-the-right-insurance/cyber-insurance/what-does-cyber-insurance-cover/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
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https://www.ncsc.gov.uk/guidance/cyber-insurance-guidance
https://www.gov.uk/government/publications/cri-guidance-for-organisations-during-ransomware-incidents/cri-guidance-for-organisations-during-ransomware-incidents
https://www.abi.org.uk/products-and-issues/choosing-the-right-insurance/cyber-insurance/what-does-cyber-insurance-cover/
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https://www.gov.uk/government/news/new-regional-skills-projects-to-bolster-uk-cyber-defences-and-deliver-on-plan-for-change
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https://www.abi.org.uk/news/news-articles/2024/112/abi-and-lloyds-of-london-publish-guidance-on-major-cyber-events/
https://www.gov.uk/data-protection
https://abi.cyber-safety.org.uk/
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https://www.insurancetimes.co.uk/analysis/uk-insurance-market-over-cyber-hurdle/1447570.article
https://www.fsb.org.uk/resource-report/paying-a-premium.html
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https://www.abi.org.uk/globalassets/files/subject/public/cyber/the-value-of-cyber-insurance-to-the-uk-economy-november.pdf
https://insight.scmagazineuk.com/supply-chain-attack-haunt-uks-ftse-100#:~:text=Almost%20all%20of%20the%20UK's,in%20their%20fourth%2Dparty%20ecosystem
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/letter/2025/insurance-supervision-2025-priorities.pdf
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https://www.digit.fyi/over-half-of-hacked-uk-firms-pay-ransom/
https://www.fsb.org.uk/resource-report/cracking-the-case-uncovering-the-cost-of-small-business-crime.html
https://www.pionline.com/article/20190501/ONLINE/190509988/financial-services-firms-spend-6-to-14-of-it-budget-on-cybersecurity-survey
https://www.hiscoxgroup.com/sites/group/files/documents/2024-10/HSX245%20%E2%80%93%20%202024%20CRR.pdf
https://www.verizon.com/business/resources/articles/small-business-cyber-security-and-data%20breaches/#:~:text=Some%2060%25%20of%20small%20businesses,putting%20proper%20security%20in%20place.
https://www.twenty-four.it/services/cyber-security-services/cyber-crime-prevention/cybercrime-statistics-uk
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https://www.skygroup.sky/article/SMEs-miscalculate-the-cost-of-cyber-attacks-on-their-business
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/950063/Cyber_Security_Breaches_Survey_2019_-_Main_Report_-_revised_V2.pdf
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https://www.ncsc.gov.uk/files/NCSC_Annual_Review_2024.pdf
https://blog.qualys.com/vulnerabilities-threat-research/2024/08/06/2024-midyear-threat-landscape-review#:~:text=From%20January%20to%20mid%2DJuly,need%20for%20enhanced%20cybersecurity%20measures.
https://commercial.allianz.com/news-and-insights/reports/allianz-risk-barometer.html
https://www.axa.com/en/press/press-releases/axa-future-risks-report-2023-a-world-in-polycrisis
https://www.fsb.org.uk/resource-report/cracking-the-case-uncovering-the-cost-of-small-business-crime.html
https://www.ncsc.gov.uk/files/NCSC_Annual_Review_2024.pdf
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.ncsc.gov.uk/files/NCSC_Annual_Review_2024.pdf
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
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https://www.ibm.com/reports/data-breach


    

 

 
 

|    |      

 

 

 

 

 

 

 

 

 

 

 

 

  



    

 

 
 

|    |      

 

 

 

 
 

 

 

 

 

 

 

  



    

 

 
 

|    |      

 

 

 

 

 

 

 

https://en.m.wikipedia.org/wiki/Cyber_kill_chain
https://www.gov.uk/government/publications/cri-guidance-for-organisations-during-ransomware-incidents/cri-guidance-for-organisations-during-ransomware-incidents
https://www.pinsentmasons.com/out-law/news/hackers-blow-regulatory-whistle-over-data-breach
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https://ico.org.uk/for-organisations/law-enforcement/guide-to-le-processing/personal-data-breaches/
https://ico.org.uk/media/action-weve-taken/mpns/4019746/tuckers-mpn-20220228.pdf
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/collections/cyber-security-and-resilience-bill
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https://www.fsb.org.uk/resource-report/paying-a-premium.html
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https://www.ncsc.gov.uk/collection/cyber-assessment-framework
https://www.ncsc.gov.uk/schemes/cyber-advisor/find-a-provider
https://www.ncsc.gov.uk/section/private-sector-cni/caf-assured-products-services
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https://www.gov.uk/government/news/new-regional-skills-projects-to-bolster-uk-cyber-defences-and-deliver-on-plan-for-change
https://www.ncsc.gov.uk/section/active-cyber-defence/early-warning
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https://www.lmalloyds.com/LMA/Underwriting/Non-Marine/Cyber_Clauses/cyber_war_clauses.aspx
https://www.abi.org.uk/news/news-articles/2024/112/abi-and-lloyds-of-london-publish-guidance-on-major-cyber-events/
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https://www.abi.org.uk/globalassets/files/publications/public/cyber/componentsmajorcybereventreinsurance041224.pdf
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https://www.statista.com/statistics/880155/number-of-smes-in-united-kingdom-uk/
https://www.fsb.org.uk/resource-report/paying-a-premium.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32003H0361
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https://www.hiscox.co.uk/business-insurance/faq/what-is-an-sme
https://www.fsb.org.uk/resource-report/paying-a-premium.html
https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021
https://assets.publishing.service.gov.uk/media/5a74fc06e5274a59fa716800/horr75-summary.pdf
https://home-affairs.ec.europa.eu/policies/internal-security/cybercrime_en#:~:text=Cybercrime%20is%20a%20borderless%20issue,access%20to%20victims'%20bank%20accounts)
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
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https://www.fsb.org.uk/resource-report/cracking-the-case-uncovering-the-cost-of-small-business-crime.html
https://www.statista.com/statistics/483008/cost-of-data-breach-uk/#:~:text=As%20of%202024%2C%20the%20average,than%20five%20million%20U.S.%20dollars
https://www.skygroup.sky/article/SMEs-miscalculate-the-cost-of-cyber-attacks-on-their-business
https://www.youtube.com/watch?v=NGpH2E7OfQ4
https://www.ibm.com/reports/data-breach
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https://www.gov.uk/government/publications/cyber-security-skills-in-the-uk-labour-market-2024/cyber-security-skills-in-the-uk-labour-market-2024
https://www.ibm.com/reports/data-breach
https://www.gov.uk/government/publications/cyber-security-skills-in-the-uk-labour-market-2024/cyber-security-skills-in-the-uk-labour-market-2024https:/www.gov.uk/government/publications/cyber-security-skills-in-the-uk-labour-market-2023
https://assets.publishing.service.gov.uk/media/64be95f0d4051a00145a91ec/Cyber_security_skills_in_the_UK_labour_market_2023.pdf
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https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024
https://www.gov.uk/government/publications/defra-small-and-medium-enterprise-sme-action-plan/small-and-medium-sized-enterprises-sme-action-plan-2023-to-2024
https://www.fsb.org.uk/resource-report/paying-a-premium.html
https://www.ncsc.gov.uk/collection/cyber-assessment-framework
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https://www.gov.uk/government/publications/government-cyber-security-strategy-2022-to-2030/government-cyber-security-strategy-2022-to-2030-html
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https://nationalcrcgroup.co.uk/
https://www.secrc.police.uk/free-information-pack
https://www.ncsc.gov.uk/cyberaware/home
https://www.fundingcircle.com/uk/small-business-loans/growth-guarantee-scheme/
https://www.ross-brooke.co.uk/important-cyber-essentials-programme-funding-for-uk-businesses/
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https://smallbusiness.co.uk/small-business-grants-uk-2548113/
https://www.biba.org.uk/
https://www.cii.co.uk/
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https://www.immersivelabs.com/
https://www.cyberinsuranceacademy.com/
https://www.fsb.org.uk/
https://www.icaew.com/technical/technology/cyber-security
https://www.ciisec.org/
https://www.experian.co.uk/blogs/latest-thinking/data-breaches/put-your-consumer-response-plan-to-the-test/
https://mm.hiscoxcyberinsight.com/en_GB/0e924338-87a7-4fcd-ad59-0c2b2b1129da
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https://www.rpclegal.com/thinking/data-and-privacy/
https://abi.cyber-safety.org.uk/
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https://abi.cyber-safety.org.uk/
https://www.oryxalign.com/cybersecurity-score-thanks?submissionGuid=d0862d0b-8e56-463e-a096-76913d1d5006
https://www.ownyouronline.govt.nz/business/get-protected/business-online-security-assessment-tool/quiz/
https://www.twenty-four.it/insights/cyber-health-check/
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.ncsc.gov.uk/section/exercise-in-a-box/overview
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/collection/10-steps
https://www.cisecurity.org/controls
https://axaxl.com/-/media/axaxl/files/pdfs/insurance/cyber-north-america/axa-xl_cyber_quick-wins-to-reduce-cyber-risk_marketing-sheet_srm.pdf?sc_lang=en&hash=E580E5841E86B587498F98149F0C5591
https://axaxl.com/-/media/axaxl/files/pdfs/insurance/cyber-north-america/axa-xl_cyber_quick-wins-to-reduce-cyber-risk_marketing-sheet_srm.pdf?sc_lang=en&hash=E580E5841E86B587498F98149F0C5591
https://axaxl.com/-/media/axaxl/files/pdfs/insurance/cyber-north-america/axa-xl_cyber_quick-wins-to-reduce-cyber-risk_marketing-sheet_srm.pdf?sc_lang=en&hash=E580E5841E86B587498F98149F0C5591
https://www.ncsc.gov.uk/collection/board-toolkit/toolkits-toolbox/downloads
https://www.ncsc.gov.uk/collection/board-toolkit/toolkits-toolbox/downloads
https://www.ncsc.gov.uk/collection/small-business-guide
https://freecoursesinengland.co.uk/cyber-security-course-free/
https://www.reed.co.uk/courses/free/cyber-security
https://www.oxfordhomestudy.com/courses/cyber-security-courses/free-cyber-security-courses
https://www.oxfordhomestudy.com/courses/cyber-security-courses/free-cyber-security-courses
https://www.forbes.com/sites/rachelwells/2024/07/14/free-online-cybersecurity-courses-with-certificates/
https://www.forbes.com/sites/rachelwells/2024/07/14/free-online-cybersecurity-courses-with-certificates/
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.coursera.org/business?utm_content=corp-to-home-for-enterprise&utm_campaign=website&utm_medium=coursera&utm_source=header&utm_term=b-in
https://www.coursera.org/business?utm_content=corp-to-home-for-enterprise&utm_campaign=website&utm_medium=coursera&utm_source=header&utm_term=b-in
https://www.coursera.org/business?utm_content=corp-to-home-for-enterprise&utm_campaign=website&utm_medium=coursera&utm_source=header&utm_term=b-in
https://microsoft.github.io/PartnerResources/skilling/microsoft-security-academy
https://microsoft.github.io/PartnerResources/skilling/microsoft-security-academy
https://www.skillsforcareers.education.gov.uk/pages/training-choice/skills-bootcamp
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https://www.fca.org.uk/publication/documents/cyber-security-infographic.pdf
https://www.handbook.fca.org.uk/handbook/SYSC/13/7.html
https://www.prarulebook.co.uk/guidance/supervisory-statements/ss04-17-cyber-insurance-underwriting-risk
https://www.dacbeachcroft.com/en/What-we-think/The-PRA-identifies-cyber-insurance-as-a-priority-for-2024
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/letter/2025/insurance-supervision-2025-priorities.pdf
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